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Digital transformation and technology drives enterprise
innovation…
Digital technologies help transform the way businesses operate
Internet of Things

Additive Manuf’g/3D Printing

93%

Agile Development
Mobility

Augmented/Virtual Reality

Data Science
Digital Marketing/Relationships

of companies are in some phase of
changing their business model

Social Media
Cognitive & AI

Robotics
Machine Learning
Blockchain/Distributed Ledgers

Infrastructure Hyper-convergence

Cloud & SaaS/PaaS/IaaS

High-Performance Computing
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Rewards when leveraging emerging technologies
Robotic process automation

Business intelligence/
analytical tools

Mobility solutions

Replacing labor-based processing with
machine-based processing at dramatically
reduced costs

Big data and analytics; warehouse tools
being replaced with predictive modeling
technologies

Internet enabled portable devices;
virtualization of workforce; enabling
greater variability in supply and greater
responsiveness to demand

Cloud services

Social media and collaborative
technologies

Advanced competencies in
data science

Computer applications or services
delivered over the network or Internet

Crowdsourcing technologies;
Enterprise collaboration technologies;
Social media platforms

Skills in rapid sequencing and computing
that has been married with industrybased data and analytics

Blockchain

Cognitive computing
and artificial intelligence

Internet of things

Distributed ledger technology providing a
reliable medium for processing
transactions without a centralized
authority

Automating the decision-making process;
natural language processing; pattern
recognition and hypothesis generation

Embedded sensors and actuators in
machines or other physical objects
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Biggest challenges to digitization
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Live top technologies compared: Talk vs Walk

Source: KPMG Technology Risk Radar 2016
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Technology incidents are real and “expensive”…

Average cost of an IT outage:

Average cost of a failed IT
project:

Average cost of cyber breach:

The average cost of a data
center outage has steadily
increased from $505,502 in
2010 to $740,357 today (or a 38
percent net change)

Due to poor project
performance, global
organizations waste an average
of $122 million for every $1
billion spent on projects,
according to a recent report from
the Project Management
Institute.

This year’s study reports the
global average cost of a data
breach is down 10 percent over
previous years to $3.62 million.

datacenterfrontier.com
February 2016

Project Management Institute
March 2016

ibm.com
June 2017
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Some incidents are very expensive…

The biggest incident on retail
in the USA, occurred on the
Black Friday weekend in
December 2013.
Data breach of 40 million
credit cards and 70 million
clients.
-46% of Q4 results;
+90 of lawsuits;
+200 million USD of costs
(potential to 1B USD);
Gregg Steinhafel, Target
CEO, resign on May 2014.
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Technology Risk Radar: media reported events
What are the current and
emerging technology related risks
that businesses face?
What types of incidents have been
reported in the press?
What are the trends in different
industries?
And what are the risks on the
horizon facing businesses
tomorrow?
Based on KPMG’s Astrus infrastructure to scan the
internet for publicly available English news articles
related to IT incidents the globe across ten different
industries.
Astrus utilised LexisNexis as the primary data source
and included some subscription-only news sources.
The internet search methodology was built on the
principle – “an IT (adjective) incident (noun) happened
(verb)”.
By applying this principle we developed hundreds of
combinations, which were translated into queries and
supplied to Astrus to retrieve relevant news articles
and events. The script was executed for the 12-month
period. Around 10,000 news articles were retrieved.
Source: KPMG Technology Risk Radar 2016
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Technology Risk Radar: top 10 risks identified by sector
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IT risk becomes more and more relevant in the digital
transformation age…

Over the next 3
years, companies
anticipate an
increase in
IT risk analysis
and reporting focus
on …

Mobile
Data and
information
management

Source: From Forbes survey question #s 25, 29, and 30

IT program
and project
delivery

Cloud
computing

How does this compare
to the key anticipated
technology risks in your
company? Where do
blockchain, robotics,
internet of things and
other sit on your priority
list?
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Bringing it all together…Illustrative IT risk focus areas

Enhanced IT
Risk
Assessment

Benefits
Realization

SAP/Oracle/
ERP Cyber

Cloud
Governance
and Controls

IT Impact of
M&A

Change
Management &
Program
Management

Controls
Integration and
Real Time
Reviews of
System

Responsibly
Social and
Responsibly
Mobile

Articulating
IT Risk
Impact into
dollars

Agile /
DevOps
Development
practices

Shadow IT

Connected
Devices / IoT

IT Innovation
Frameworks

Asset
Management
and
Technology
obsolecence

Protecting
Digital
Assets and
Information

Threat
Intelligence
and Cyber
Maturity

Third Party
Management

Cost
Optimization/
IT Process
Efficiency
Analysis

Data
Governance
and Big Data

Business
Continuity
and Disaster
Recovery

Secure Product
Development
Lifecycle

Digital labor /
Automation /
Robotics

User Access
and Identity
Management

Regulatory
requirements
(NHTSA, PII,
PCI, EPS,
etc.)

Traditional
Core ITGCs –
Infrastructure
/ Apps

IT Talent

Data privacy

Industrial
control
systems and
PLCs
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Internet of Things (IoT)

Enhanced IT
Risk
Assessments
for the IT
Universe

Benefits
Realization

Improving Change
Management &
Program Management

SAP/Oracle/
ERP Cyber

Cloud
Governance
and Controls

IT Impact of
M&A

Articulating IT
Risk Impact
into dollars

Agile /
DevOps
Development
practices

Controls
Integration and
Real Time
Reviews of System
implementations

Responsibly
Social and
Responsibly
Mobile

Asset
Management
and
Technology
obsolescence
– Hardware
and Software

IT Innovation
Frameworks

Protecting
Digital Assets
and
Information

Shadow IT

Connected
Devices / IoT

Third Party
Management

Cost
Optimization/
IT Process
Efficiency
Analysis

Threat
Intelligence
and Cyber
Maturity

Digital labor /
Automation / Robotics

Data
Governance,
Data
Exchange,
and Data
Warehouses

Business
Continuity and
Disaster
Recovery

Secure Product
Development Lifecycle

IT Talent

User Access
and Identity
Management

Regulatory
requirements
(NHTSA, PII,
PCI, EPS,
etc.)

Traditional
Core ITGCs –
Infrastructure /
Apps

Data privacy

Industrial
control
systems and
PLCs
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Internet of Things (IoT)

Enhanced IT
Risk
Assessments
for the IT
Universe

Benefits
Realization

Improving Change
Management &
Program Management

SAP/Oracle/
ERP Cyber

Cloud
Governance
and Controls

IT Impact of
M&A

Articulating IT
Risk Impact
into dollars

Controls
Integration and
Real Time
Reviews of System
implementations

Responsibly
Social and
Responsibly
Mobile

Asset
Management
and
Technology
obsolescence
– Hardware
and Software

Agile /
DevOps
Development
practices

IT Innovation
Frameworks

Protecting
Digital Assets
and
Information

Shadow IT

Connected
Devices /
IoT

Third Party
Management

Cost
Optimization/
IT Process
Efficiency
Analysis

Threat
Intelligence
and Cyber
Maturity

Digital labor /
Automation / Robotics

Data
Governance,
Data
Exchange,
and Data
Warehouses

Business
Continuity and
Disaster
Recovery

Secure Product
Development Lifecycle

IT Talent

User Access
and Identity
Management

Regulatory
requirements
(NHTSA, PII,
PCI, EPS,
etc.)

Traditional
Core ITGCs –
Infrastructure /
Apps

Data privacy

Industrial
control
systems and
PLCs
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Internet of Things: introduces new risks

— The exponentially growing connected ecosystem is creating new challenges for organizations to
manage
— Market innovation continues to invent new ways for devices, people, and the cloud to talk to one
another, creating a moving target for developers, security, and risk professionals
— IoT has an impact to various risk domains, notably security, privacy, safety, and trust

Security
— Denial of service attack –
causing disruption of
communications.
— Spoofing a device to take
control or exfiltrate data.
— Theft of device to gain
foothold into ecosystem.

Privacy

Safety

— Release of location
history
— Release of personal data
stored on device or in the
cloud – with potential for
blackmail.
— Release of corporate data
/ trade secrets.

Trust

— GPS location tampering
(i.e. facilitate robbery or
ambush, etc.)
— Medical device tampering
& impact to health / life.
— Sensor tampering (i.e.
causing vehicle crash,
robot malfunction, or
even a nuclear accident).

Example IoT Incidents
— Medical devices
infected by WannaCry
ransomware
— German steel mill
boiler unit hit by cyber
attack
— Automobiles remotely
controlled
— DYN DDoS caused by
IoT botnet
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Internet of Things: (real) unexpected invasion of privacy
Imagine buying your child a new toy for their birthday. It’s a ‘smart learning’ toy that has fun features like
taking pictures, interactive games, and recording voice and text messages. A few months later you learn
that your child’s privacy has been invaded; their name, date of birth, address, and all personal pictures
and messages have been posted online.

Good intentions

Development of motor
and
language skills

Internet
connectivity

Poor implementation

Increase child
interactions

Lacking data
governance and controls
over personal data

Poor product
security
and encryption

No product patching
or software
maintenance

Hacker steals 6.5M records of children’s personal data

Data breach
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Cloud computing

Enhanced IT
Risk
Assessments
for the IT
Universe

Benefits
Realization

Improving Change
Management &
Program Management

SAP/Oracle/
ERP Cyber

Cloud
Governance
and
Controls

IT Impact of
M&A

Articulating IT
Risk Impact
into dollars

Controls
Integration and
Real Time
Reviews of System
implementations

Responsibly
Social and
Responsibly
Mobile

Asset
Management
and
Technology
obsolescence
– Hardware
and Software

Agile /
DevOps
Development
practices

IT Innovation
Frameworks

Protecting
Digital Assets
and
Information

Shadow IT

Connected
Devices / IoT

Third Party
Management

Cost
Optimization/
IT Process
Efficiency
Analysis

Threat
Intelligence
and Cyber
Maturity

Digital labor /
Automation / Robotics

Data
Governance,
Data
Exchange,
and Data
Warehouses

Business
Continuity and
Disaster
Recovery

Secure Product
Development Lifecycle

IT Talent

User Access
and Identity
Management

Regulatory
requirements
(NHTSA, PII,
PCI, EPS,
etc.)

Traditional
Core ITGCs –
Infrastructure /
Apps

Data privacy

Industrial
control
systems and
PLCs
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Cloud computing: what is it?
Organizations are often confused by the hype of vendors claiming their products and services are in the
“cloud”. Cloud computing is a very clearly defined computing model with essential characteristics such
as:
— Ubiquitous, convenient, on-demand,
measured, pay-as-you-go network access to a
shared pool of configurable computing
resources
— A game-changing technology model and
paradigm

— Major technology and business disrupter (cost
reduction and innovation)
— Driving new risks, security & privacy
concerns, and opportunities that impacts all
elements of the business ecosystem

Essential
Characteristics

Service
Models

Deployment
Models

* Source: “The National Institute of Standards and Technology (NIST) Definition of Cloud Computing (NIST Special Publication 800-145), Sept. 2011
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Cloud computing: introduces and compounds new risks
Although cloud technologies have provided organizations with powerful tools, along with the ability to
decrease IT costs, they have increased the potential risks and threats to the organization. Organizations
need to address these risks as they take on wide-scale adoption of cloud.
Public,
Private,
Hybrid
Vendor
management

Data
decommissioning

SaaS, PaaS,
IaaS

Multi-cloud
dependences
Cloud

Architecture
and
deployment

Secure APIs
development

Data
protection

Software
defined
perimeters
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Digital labor, Automation & Robotics

Enhanced IT
Risk
Assessments
for the IT
Universe

Benefits
Realization

Improving Change
Management &
Program Management

SAP/Oracle/
ERP Cyber

Cloud
Governance
and Controls

IT Impact of
M&A

Articulating IT
Risk Impact
into dollars

Controls
Integration and
Real Time
Reviews of System
implementations

Responsibly
Social and
Responsibly
Mobile

Asset
Management
and
Technology
obsolescence
– Hardware
and Software

Agile /
DevOps
Development
practices

Connected
Devices / IoT

IT Innovation
Frameworks

Protecting
Digital Assets
and
Information

Shadow IT

Third Party
Management

Threat
Intelligence
and Cyber
Maturity

Robotics /
Automation
/ Digital
Labor

Cost
Optimization/
IT Process
Efficiency
Analysis

Data
Governance,
Data
Exchange,
and Data
Warehouses

Business
Continuity and
Disaster
Recovery

Secure Product
Development Lifecycle

IT Talent

User Access
and Identity
Management

Regulatory
requirements
(NHTSA, PII,
PCI, EPS,
etc.)

Traditional
Core ITGCs –
Infrastructure /
Apps

Data privacy

Industrial
control
systems and
PLCs
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Digital labor, Automation & Robotics: what is it?

Cognitive Technology and Robotic Automation are key components in the continuum of
technologies that augment human judgment and automate physical tasks. Applications for these
technologies include automation and digitizing of business operations through knowledge
augmentation and decision enhancement of highly skilled professionals such as executives,
accountants, attorney’s and scientists.

Research suggests that these types of technologies will drive exponential and unparalleled
transformation of business models. Their use is set to enable a progressive digitization of labor.
Their development has been driven by significant advancements in machine intelligence, digital
engagement, analytics, big data, social, mobile, and cloud.

Digital labor is enabled by machine learning, data and analytics, visual recognition and natural
language processing which, when applied to robotic automation, interacts more naturally and
productively with lay people in everyday business environments. In their most advanced form,
Digital labor will interpret vast amounts of data from multiple structured and unstructured
sources including, text, voice, imaging, video, evaluate evidence and use specific algorithms and
ontologies to simulate reasoning, make decisions based on a mix of evidence and probability,
much like a human would.
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Digital labor, Automation & Robotics: real example | real risk
Microsfot created Tay, a twitter chatbot that uses artificial intelligence to engage with other twitter users
through “casual and playful conversation”. But, twitter users started tweeting inflammatory comments to
the chatbot, which ultimately started repeating these back to users. (March/2016)
In cognitive environments—which rely extensively on training data and machine learning—algorithms that
are not regularly audited, monitored, tested and managed can lead to skewed or biased results that only
worsen over time - especially if the automation is unable to detect malicious or incorrect input. Ultimately,
the system will make inaccurate decisions, whether that means giving a marketing or credit bias for a
segment of clients, or drawing the wrong conclusion about the viability of a new product launch idea.

1
2

Right staff teams and skills to pilot, build
and train cognitive solutions

Prevent data manipulation on
cognitive solutions

3

Proper access provisioning, secured
authentication, segregation of duties
and secure application integration

4

Monitor the algorithms conclusions
and identify degradation, which
may require retrainning
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The simple technology risk equation

What
could happen?

Scenario

The Big Risks

How
could it happen?

Probability
Triggers

How often?

Loss of Data
Loss of Service
Loss of Reputation
Loss of Data Integrity

Why
you don’t want it
to happen!

Severity
Consequence

How bad?

Loss of Supplier
Loss of Compliance
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The challenges of risk management
or how to understand and handle the phycology of risk perception?

The International Shark Attack File indicates that only five people were killed by unprovoked shark attacks
in 2000. Fifteen times as many people were killed by falling coconuts. (New Scientist 2002)

© 2016 KPMG Advisory - Consultores de Gestão, S.A., a Portuguese company and a member firm of the KPMG network of independent member firms affiliated with KPMG International Cooperative (“KPMG International”), a Swiss entity. All rights
reserved. Printed in Portugal.

24

The challenges of risk management
or how to understand and handle the phycology of risk perception?
● We tend to exaggerate spectacular but rare risks and downplay common risks.
● We tend to have trouble estimating risks for anything not exactly like their normal
situation.
● Personified risks are perceived to be greater than anonymous risks.
● We tend to underestimate risks that we willingly take and overestimate risks in situations
we can't control.
● We tend to overestimate risks that are being talked about and remain an object of public
scrutiny

V.S.
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IT Risk Management (ITRM) Program

IT risk acceptance
criteria and the
consultation and
alignment needed to
finalize related
decisions.

Enterprise IT Risk Management Framework

IT risk universe is
updated for new and
emerging risks … what
IT function and
stakeholder personnel
are involved?

IT Risk
Assessment

IT Risk
Appetite

IT Risk
Universe

IT Risk
Treatment &
Acceptance

Identify Risk

Optimize
Risk

ITRM
Strategy &
Operations

Manage
Risk

Mitigate Risk
IT Risk Culture and Communication
Technology Enablement, Training, & Skills

IT Risk
Monitoring

IT Risk
Reporting

Risk Data Management &
Analytics

Emerging technologies
play into the current
risk appetite and related
refinements.

ITRM Governance Committee

Industry Frameworks & ITRM
Policies & Procedures

Key members involved
in risk identification and
supporting periodic
(re)assessments.

Key information flows
and sources are
identified to build a
reliable IT risk
dashboard and action
plan.

IT risk reporting tailored
to the audience;
decision- and actionorientated.
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IT Internal Audit: focus shifts from core operations to
emerging risks

Source: IT Internal Audit: Multiplying risks amid scarce resources, KPMG International, 2017
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ITIA: areas with plans to review in the next 6 months

Extended enterprise

Regulatory
reporting

Vendor risk
management

Social media
governance

Cloud
services
Mobile
channels
Robotics

Emerging Payment
areas
platforms

Core
external risks

Stable/Known
IT RISK
UNIVERSE

Industrial
control system
(ICS) security

GITCs
IT application
controls
IT Risk
Management

IT asset
management

Cyber
defences

Data
Changing/New
governance

Data privacy

Core
operations

Business
change

IT programme
/ project
assurance

ID and user
access
management

IT strategy /
governance

Data
migration

IT service
management

Digital
transformation
governance

Strategic / execution
business change risks

Change
and/or
configuration
management

Operational policy
and control

Internet of
things

Strategic / emerging risks

External

Data
analytics

Resilience /
continuity

Internal
Source: IT Internal Audit: Multiplying risks amid scarce resources, KPMG International, 2017
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kpmg.com/socialmedia

kpmg.com/app

A informação contida neste documento é de natureza geral e não se aplica a nenhuma entidade ou
situação particular. Apesar de fazermos todos os possíveis para fornecer informação precisa e
actual, não podemos garantir que tal informação seja precisa na data em que for
recebida/conhecida ou que continuará a ser precisa no futuro. Ninguém deve actuar de acordo com
essa informação sem aconselhamento profissional apropriado para cada situação específica.
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